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Risk no, Title, [Risk Description (Cause, Event, Impact) Current Risk Rating & Score  |Risk Update and date of update Target Risk Rating & Score Target | Current
Creation date, Date [Risk score
Owner change

indicator
CRO1 Cause - Lack of appropriate planning, leadership and 12 The Status of this risk hasn't changed. 4 31-Mar- oy
Resilience Risk [coordination z A review of the organisation's security [ g 2017
Event - Emergency situation related to terrorism or other | 2 procedures is currently being 2
serious event/major incident is not managed effectively T undertaken to ensure that they are T
Effect - Major disruption to City business, failure to = consistent and appropriate for the =
support the community, assist in business recovery. threat level. Implementation of the Impact

Reputational damage to the City as a place to do business. review findings will take place over
the coming year. The CoL's own
business continuity is heavily
dependent on resilient IT and a test as
to whether an identified single point
of failure in the Guildhall Justice
Rooms has been rectified is awaited.

20-Mar-2015 19 Aug 2016 No change
John Barradell




Action no, Description Latest Note Managed By [Latest Due Date
Title, Note

Date
CRO1A Full exercise (Allovus) to test the emergency and business |This action is now complete Gary Locker [29-Jan- [11-Jun-
Emergency continuity plans across the organisation. The exercise will 2016 2015
Exercise involve the emergency services
CRO1B Prepare and complete a report for the Summit Group, this action is now complete Gary Locker  [29-Jan- [30-Nov-
Corporate based on the findings of a review of departmental business 2016 2015
review of continuity planning
Business
Continuity
planning
CRO1C Large scale multi-agency exercise which will test the Lessons learnt from the exercise have been fed back into the corporate emergency planning Gary Locker  |17-Jun- |01-Jun-
Exercise CoL's Borough Emergency Co-ordination Centre (BECC) |process and business continuity plans. This action is now complete 2016 2016
Unified
Response
CR0O1D Working with the IS division, remove potential single Currently waiting for feedback from the IS division regarding testing on changes to the VPN  |Gary Locker  [19-Aug- |[01-Dec-
Elimination of |points of failure from business continuity processes. infrastructure that will ensure that the network will be available virtually in the event of a 2016 2016
single points of systems outage in Guildhall. Still awaiting test by IT to determine whether single point of
failure, failure in Guildhall Justice Rooms has been rectified.
resulting in loss
of services
CRO1E Conduct a review of the City of London's physical security |Consultant Marshall Kent has been engaged to provide the independent review, work 19-Aug- |31-Dec-
Corporate arrangements to ensure that are consistent and appropriate |commenced in April. 2016 2016
Review of for the threat level. Implementation of the review findings
Security be complete by the end of 2016




